Abstract. Let n be an RSA modulus and let P, Q ∈ (Z/nZ) [X]. This paper explores the following problem: Given Q and Q(P ), find P . We shed light on the connections between the above problem to the RSA problem and derive from it new zero-knowledge protocols.
Introduction
In this paper we introduce a new cryptographic problem, the Polynomial Composition Problem (PCP), which can be stated as follows.
Let P and Q be two polynomials in (Z/nZ) [X] where n is an RSA modulus. Given polynomials Q and S := Q(P ), find P .
Most public-key cryptographic schemes base their security on the difficulty of solving a hard mathematical problem. As the number of hard problems with applications to cryptography is rather limited the investigation of new problems is of central importance in cryptography. To clearly understand the polynomial composition problem and related problems, we clarify the way in which it relates to the celebrated RSA problem.
The Polynomial Composition Problem in (Z/nZ) [X] does not imply the RSA Problem, that is, the computation of roots in Z/nZ. Nevertheless, we exhibit a related problem that we call Reducible Polynomial Composition Problem (RPCP) and prove that RPCP ⇔ RSA problem. In particular, we prove that when Q(X) = X q then the Polynomial Composition Problem is equivalent to the problem of extracting q th roots in Z/nZ.
These new problems allow to broaden the view of existing cryptographic constructions. So, we derive a higher level PCP-based protocol of which the Fiat-Shamir [3] and the Guillou-Quisquater protocols [4] are particular instances. Namely, if s denotes the secret, [3] and [4] respectively correspond to the cases Q(X) = vX 2 and Q(X) = vX ν (ν ≥ 3), with Q(s) = 1.
The rest of this paper is organized as follows. In Section 2, we formally define the Polynomial Composition Problem and introduce the notations used throughout this paper. The security of the problem and its comparison with the RSA-problem are analyzed in Section 3. Finally, in Section 4 we show how the PCP problem generalizes several zero-knowledge protocols.
The Polynomial Composition Problem
We suggest the following problem as a basis for building cryptographic protocols.
Problem 1 (Polynomial Composition Problem). Let P and Q be two polynomials in (Z/nZ) [X] where n is an RSA modulus. Given polynomials Q and S := Q(P ), find P .
Throughout this paper p and q denote the degrees of P and Q, respectively. Let
where the u i 's denote the unknowns we are looking for. We assume that
an attacker can recover polynomial P then the same attacker can also recover P from polynomials Q and S by first forming polynomials Q ′ (Y ) = Q(Y ) − k 0 and S ′ (X) = S(X) − k 0 . Therefore the problem is reduced to that of decomposing polynomials where Q has no free term, i.e., Q(Y ) = by a proper constant and replace one of the coefficients k j by one. Consequently and without loss of generality we restrict our attention to monic polynomials Q with no free term, that is,
Noting that q = 1 implies S = Q(P ) = P , we also assume that q ≥ 2.
Analyzing the Polynomial Composition Problem
As before, let
Newton's binomial formula and letting k q := 1, we get
where the second sum is extended over all nonnegative integers i j satisfying 1 ≤ p j=0 i j ≤ q and p j=0 j i j = t.
RSA Problem ⇒ Polynomial Composition Problem
We define polynomials P 0 , . . . , P pq ∈ (Z/nZ)[U 0 , . . . , U p ] as
Moreover, for all 1 ≤ r ≤ p, P pq−r is of degree one in variable U p−r since we cannot simultaneously have 1 ≤
This implies that the only term in U p−r appearing in polynomial P pq−r is qU p−r U p q−1 , whatever the values of variables k i -s are.
⊓ ⊔ Corollary 1. If the value of u p is known then the Polynomial Composition Problem is trivial.
Proof. Solving for U p−1 the relation P pq−1 (U p−1 , u p ) = 0 (which is a univariate polynomial of degree exactly one in U p−1 by virtue of the previous proposition), the value of u p−1 is recovered. Next, the root of
gives the value of u p−2 and so on until the value of u 0 is found.
⊓ ⊔
This means that the Polynomial Composition Problem in Z/nZ is easier than the problem of computing q th roots in Z/nZ because if an attacker is able to compute a q th modular root (i.e., to solve the RSA Problem) then she can find u p from P pq (u p ) = u p q −c pq = 0 and then apply the technique explained in the proof of Corollary 1 to recover u p−1 , . . . , u 0 . In other words,
There is a proposition similar to Proposition 1. It says that once u 0 is known, u 1 , . . . , u p can be found successively thanks to polynomials P 1 , . . . , P p , respectively.
Furthermore, for all 1 ≤ r ≤ p, P r is of degree exactly one in variable U r .
Proof. We have
The Polynomial Composition Problem cannot be equivalent to the RSA Problem. Consider for example the case p = 2 and q = 3: we have P (X) = u 2 X 2 + u 1 X + u 0 and Q(X) = X 3 + k 2 X 2 + k 1 X, and
We define the polynomials
. Now we first compute the resultant of P 0 and P 1 with respect to variable U 0 and obtain a univariate polynomial in U 1 , say R 0 = Res U 0 (P 0 , P 1 ). Next we compute the resultant of R 0 and P 5 with respect to variable U 1 and get a univariate polynomial in U 2 , say R 1 = Res U 1 (R 0 , P 5 ). After computation, we get Since u 2 is a root of both R 1 (U 2 ) and P 6 (U 2 ), u 2 will be a root of their greatest common divisor in (Z/nZ)[U 2 ], which is given by (27c 
Problem 2 (Reduced Polynomial Composition Problem (RPCP)).
Let P and Q be two polynomials in (Z/nZ)[X] where n is an RSA modulus. Given Q and the (deg(P ) + 1) most significant coefficients of S := Q(P ), find P . Definition 1. When the Polynomial Composition Problem is equivalent to the Reduced Polynomial Composition Problem, it is said to be reducible.
Equivalently, the Polynomial Composition Problem is reducible when the values of c 0 , . . . , c p(q−1)−1 can be derived from c p(q−1) , . . . , c pq and k 1 , . . . , k q−1 . This is for example the case when p = q = 2, that is, when P (X) = u 2 X 2 + u 1 X + u 0 , Q(X) = X 2 + k 1 X, and
2 .
An astute algebraic manipulation yields: (mod n) .
If follows that we can omit the first two relations (the information included therein is anyway contained in the remaining three as we had just shown) and the decomposition problem amounts to solving the Reduced Polynomial Composition Problem:
Proof. Assume that we are given an oracle O PCP (k 1 , . . . , k q−1 ; c 0 , . . . , c pq ) which on input polynomials Q(X) = X q + q−1 j=1 k j X j and S(X) = pq t=0 c t X t returns the polynomial P (X) = p i=0 u i X i such that S(X) = Q(P (X)). When the polynomial composition is reducible, oracle O PCP can be used to compute a q th root of a given x ∈ Z/nZ, i.e., compute a y satisfying y q ≡ x (mod n). p+q−1 random values k 1 , . . . , k q−1 , c p(q−1) , . . . , c pq−1 ∈ Z/nZ; 2. Compute c 0 , . . . , c p(q−1)−1 ; 3. Run O PCP (k 1 , . . . , k q−1 ; c 0 , . . . , c pq−1 , x); 4. Get u 0 , . . . , u p ; 5. Set y := u p and so y q ≡ x (mod n).
Choose

Note that
Step 2 can be executed since the composition is supposed to be reducible. Furthermore, note that the values of c pq−1 , . . . , c p(q−1) uniquely determine the values of u p−1 , . . . , u 0 , respectively. Indeed, from Proposition 1, P pq−r (U p−r , u p−r+1 , . . . , u p ) ∈ (Z/nZ)[U p−r ] is a polynomial of degree exactly one of which u p−r is root, for all 1 ≤ r ≤ p. ⊓ ⊔
A Practical Criterion
In this paragraph, we present a simple criterion allowing to decide if a given composition problem is reducible. During the course of proving Proposition 1, we have shown that there exists a polynomial Q pq−r ∈ (Z/nZ)[U p−r+1 , . . . , U p ] such that
for all 1 ≤ r ≤ p. From c pq = (u p ) q , we then infer:
Using Eq. (4), for r = 1, . . . , p, we now iteratively compute u p−1 , . . . , u 0 as a polynomial function in u p . We let Υ p−r denote this polynomial function, i.e., u p−r = Υ p−r (u p ) for all 1 ≤ r ≤ p. We then respectively replace
, the powers of u p cancel thanks to (u p ) q−1 = c pq then the problem is reducible.
We illustrate the technique with the example
u 3 , and
Since c 0 , . . . , c 5 are homogeneous in u 0 , u 1 , u 2 , u 3 and of degree three, they can be evaluated by replacing
, respectively, and then replacing (u 3 ) 3 by c 9 . Consequently, the composition is reducible: the values of c 0 , . . . , c 5 can be inferred from c 6 , . . . , c 9 and the problem amounts to computing cubic roots in Z/nZ. This is not fortuitous and can easily be generalized as follows.
Corollary 3. For Q(Y ) = Y q , the Polynomial Composition Problem in Z/nZ is equivalent to the RSA Problem, i.e. to the problem of extracting q th roots in Z/nZ.
Proof. From Eq. (2), it follows that S(X) = pq t=0 c t X t with
which is homogeneous in u 0 , . . . , u p and of degree i 0 +· · ·+i p = q. Moreover since by induction, for 1 ≤ r ≤ p, Υ p−r (u p ) = K p−r · u p for some constant K p−r , the corollary follows. ⊓ ⊔
Cryptographic Application
A Simple PCP-Based Identification Protocol
For setting up the system, a trusted third party (TTP) selects and publishes an RSA modulus n. Each user chooses two polynomials P, Q in (Z/nZ)[X] and computes S = Q(P ). She then registers Q and S as her public key with the TTP. Her secret key is P .
To prove knowledge of P , a user (referred to as the prover) executes ℓ times the following protocol.
− The prover selects a random r ∈ Z/nZ, evaluates c = S(r) and sends c to the verifier.
− The verifier sends to the prover a random bit b.
− If b = 0, the prover reveals t = r and the verifier checks that S(t) = c. If b = 1, the prover reveals t = P (r) and the verifier checks that Q(t) = c. 
Improvements
Efficiency can be increased by using the following trick. The user chooses ν polynomials P 1 , . . . , P ν−1 , Q in (Z/nZ)[X], with ν ≥ 3. Her secret key is the set {P 1 , . . . , P ν−1 } while her public key is the set
The resulting protocol is given in Fig. 2 .
− The prover selects a random r ∈ Z/nZ, evaluates c = Sν−1(r) and sends c to the verifier.
− The verifier sends to the prover a random integer 0 ≤ b ≤ ν − 1.
− If b = 0, the prover reveals t = r and the verifier checks that Sν−1(t) = c. If b = 0, the prover reveals t = P b (. . . (P1(r))) and the verifier checks that S ν−b−1 (t) = c. 
Comparison with Other Identification Protocols
It is interesting to note that our basic protocol ( Fig. 1 ) coincides with the (simplified) Fiat-Shamir protocol [3] (see also [5, Protocol 10 .24]) when P (X) = sX and Q(X) = vX 2 where vs 2 ≡ 1 (mod n). The multiple polynomials variant (Fig. 2) may be seen as a generalization of the Guillou-Quisquater protocol [4] by taking P 1 (X) = P 2 (X) = · · · = P ν−1 (X) = sX where s is a secret value and Q(X) = vX ν so that vs ν ≡ 1 (mod n). Indeed, in this case we have P ν−1 (. . . (P ν−j (X))) = s j X and hence S j (X) = v 1−j X ν .
Conclusion
This paper introduced the Polynomial Composition Problem (PCP) and the related Reducible Polynomial Composition Problem (RPCP). Relations among these two problems and the RSA Problem were explored. Finally, concrete zero-knowledge protocols were given as particular instances of PCP-based constructs. Using the previous notations and simplifications, we write P (X) = u 3 X 3 +
